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Horizons of Technology Disruption
Horizons of technology disruption
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The 5 Stages of Technology Disruption
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The Seven Technologies

Disrupting The Insurance Industry

* Infrastructure

» Online sales technologies
« Advanced analytics (AA)
« Machine Learning Markets / Industries
» The Internet of Things
* Distributed Ledger technology Organizations / Process
« Virtual Reality (VR)

Customers / Consumers
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Technology Disruption ?

Technology by itself is not the disruptor, but not being
customer-centric is the biggest threat to any business

« NETFLIX did not kill blockbuster. Ridiculous late fess did.
« UBER did not kill the taxi business. Limited access and fare control did.

« APPLE did not kill the music industry. Being forced to buy full-length
albums did.

» AMAZON did not kill other retailers. Poor customer service and
experience did.

« AIRBNB isn't killing the hotel industry. Limited availability and pricing
options are.
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Digital disruption is adding to insurance industry challenges

Forces of change battering the industry
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Insurance - Technology Disruption ™7

InsurTech & Insurance Disruption

Incienbants 1w wornoesd sbout beng

wattt to Innovate 10 renunn roheesr
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Information Security Risk

Cyber Risks

Information Security
Risks
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Information Security Risk Management

« A major subset of Enterprise Risk Management process

« Which includes both the assessment of information security
risk to the institutions,

» As well as the determination of appropriate management
actions and established priorities for managing and
implementing controls ---

. --- mostly about data protection - GDPR
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The Rising Trends of The Internet of Things (loT)

What are the primary enablers of the loT
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Who are adopting loT?

What's coming for the loT in 5 years ahead?
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wearables  homes Cities Industrials
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Adopting The Internet of Things (loT)

The top 5 "foster parent” industries of

#'I'I?PIING " loT from 2015 to 2018.

OF THINGS (1)

How many enterprises are using loT?
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Alteration by The Internet of Things (loT)

ALTERATION BY
THE
OF THINGS (2)

How does Internet of Things change
the business world?
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How much potential Economic Impact
be offered 10 particular settings by loT
in 20257 (1n trillion)

Total $4-S11
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Alteration by The Internet of Things (loT)

How can it change the business How can it change the business
models' Value Creation? models' Value Capture?
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The game is on Data
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ptions

Misconception #4

Misconception #1

Misconception #2 age Misconception #5
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5 Top Trends in Cyber Risk "

5)top trends in cyber risk &%~

+ INCTeaiing intertonnecTery and “commercializaton” of opter crime
driving greatsr frequency and severily of incdeats, inchasing data breaches
\

+ Qata pratection legindetion will ssughen globally, More notsx ations
and ugniicant fines for data Breaches s futurte an bo expected

« Susiness intermuption (), mrllectusl property theft and cyber.extortion -
potential Increasing. B costs coudd be oqual to - of exceed - droach lsses

o Vinerabiity of industrial comrel systerms poses ugnficant threst

* No sbver trliet sofution ler cydr security
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Cyber Security and Protection

ryge
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Create a culture of cyber security and a “think tank™ sppeoach to tackling
ok - different stakebolders from the business neod to thary knowledge
T E—— T T7 3 e
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5 Top Trends in Cyber Insurance

Cyber insurance continues to evolve...

5)top trends in cyber insurance

« Extlusions in traditional poficies will become more commaonglace
Standalone cyber praduct te be the main sowrce of lahility cover

+ Cyber concept and wordings will he 1ested. patentially resufteng in litigation

« Cyber insurance market needs volume and diveruficat
More segmentation in future with insurers specislizing in certain secton

« Lack of education is an shstacie to growth - both in terms of butinesses
undentanding of expoiures and undenwriting inowfedge

« In the event of 2 Cyber secarity Incident 4 speedy response and
use of chird party experts can nuEigate leqses

10
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Cyber Security and Protection

Figure 1. Obstacles to meeting demand for cyber coverage E

Insurer's perspective

» Dearth of data

* Cyber attacks keep evolving

* Potential catastrophic accumulation
* Tunnel vision In coverages offered

Consumer's perspective

* Buyers often don't understand
cyber risks or their insurance
options

* Cyber risk is spread over a wide
range of coverages

» Cyber policies lack standardization
* The legal landscape remains in flux

Source: Deicitte Center for Financial Services.
Delgitte University Press | dupress deloitte.com
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Cyber Resilience [aia
HOW TO ACHIEVE CYBER RESILIENCE IN 7 STEPS
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E STEP3'  STEPA  STEPS  STEP6 STEP 7
, DIVILOF  MAPOUT  ASSEISSA  MITIGATE CYBER GET
| APLAN  RISKPROFILE  MEASURE RISK INSURANCE  STARTED
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10 steps to cyber security

Cyber Resilience
- Way Forwards
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CRO

AT THE CENTER

Creating and Protecting The Value
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Way Forwards - Future Cyber Risk
Trends

2
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Cyber risk 2025 - the next 10 years..
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5)Future cyber

» Cyber mauumc market usuid In wurth S?(h bv 205 =

« L nht:v, and data protection ks deminate market today bt demand for,
and take-up of, betines interrupton cover will grow over sext decade

I 3 53
+ Buninetses will be increasingly espoved 15 - and focused an - wupply then cpber rnd

o Financul institetions, enetgy, 2ilry, (AMIPOT s0d trlot SemeruniCaTions
30Cton to head widening demand for cover

« A catastropiic cybier lnss is incremingly likely. Covermments, busrees
and imurers will need 20 coflabarate 1o pretect criical infrastructure
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RISK
SN INTEGRATED GRC

Looking forward to next

Risk Beyond 2018 | Bali 6-7/t Dec 2018

« Artificial Intelligence and Block chain
NEW POSSIBILITIES =
o) (ce ) | c « Fin Tech and its trends
‘ « Cyber securities
« The disruption is not over yet

« |ISO 31000:2018 and its integration with
ISO 27001 and GDPR

« About GDPR - Concept to Practice
Sharing

‘ o » Governance, Risk Management and
INTEGRATED GRC Compliance

IN A NEW DIGITAL WORLD
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Thank You
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